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TEPMHUHBI U OITPEJAEJIEHUSA

JleiicTBus 1o MpoBepKe MOUIMHHOCTH CyOBEeKTa JOCTYyIIa

B MH(OPMAIIMOHHON CUCTEME

CocrosiHue 3aIUIIIEHHOCTH HHPOPMALIUH, IPU KOTOPOM
o0ecrieueHbl ee KOH(PUIEHIIMAIbHOCTb, JOCTYITHOCTb

U 11EJIOCTHOCTh

HNudopmannonHas cuctema, co3japaeMas B LeJIsX pealu3aluu
MOJTHOMOYH TOCyJapCTBEHHBIX OPTaHOB

—  u obecneyeHus: oOMeHa nHpopmarmen Mexay TUMU
OpraHaMH, a TaK)K€ B MHBIX YCTAHOBJICHHBIX (e/iepaibHbIMU
3aKOHAMH LEJIAX

AyTreHTuUKanus —

be3zonacHocts uHpopmanun

I'ocynapcrBeHHas
uH(pOpMallMOHHAS CUCTEMA

Joctyn k undopmanuu —  Bo3MoxHOCTB nony4eHust UHQpOpPMALMK U €€ UCTIOIb30BAHUS

CocrosiHue HH(OPMALUH, XapaKTEPU3YEMOE CIOCOOHOCTHIO
TEXHUYECKHUX CPEJICTB U MH(OPMAILIMOHHBIX TEXHOJIOIHH
oOecrieunBaTh OeCIPENATCTBEHHBIN 10CTYI K HHGOpMaLUn
CyOBEKTOB, HIMEIOIIMX HA ATO TTOJTHOMOYHS

3amura HHPOPMALIMK, HAIIPaBJICHHAs HAa IPEJOTBpAllCHHUE
MIOJIyYEHUS 3aIIUIIAeMON HH(POPMALIMU 3aUHTEPECOBAHHBIMU
CyObEKTaMU ¢ HapyIlIEHUEM YCTaHOBJIEHHBIX HOPMaTHUBHBIMU
Y TIPaBOBBIMH JIOKYMEHTaMU (aKTaMH) WK 00JiajaTesnsiMu
uH(pOpMaLUY IPaB WK NPaBUJI pa3rpaHUUEHuUs 10CTyIa

K 3aluiiaeMoi nHpopmanuu

WNnpopmanus, sBastoniasics IpeAMETOM COOCTBEHHOCTHU

U MIO/IJIerKAlas 3alllUTe B COOTBETCTBUHU C TPEOOBAHUAMMU
IIPABOBBIX JOKYMEHTOB WA TPeOOBaHUSAMU,
YCTaHaBJIMBAEMbIMH COOCTBEHHUKOM MH(pOpPMALIUU
[TpucBoeHune cyObekTam 1 00bEKTaM J10cTyna
UAECHTUDUKATOPA U (UIIM) CPAaBHEHUE IPEIbBIAEMOTO

HocrynHocTs -

3ammra napopManuu
OT HECAaHKIIHOHUPOBAHHOTO  —
JocTymna

3amuiiaemas tHpopmMauus ——

Nnentuduxarus -
UICHTU(PHUKATOPA C TIEPEYHEM ITPHCBOCHHBIX
UACHTU(DUKATOPOB
CoBOKYNHOCTH cofiepxalieiics B 0azax JaHHBIX HH(OpMaLUu
HNudopmannonHas cucteMa — 1 obecrieunBaromux ee 00padoTKy HHHOPMAaMOHHBIX

TEXHOJIOTUI U TEXHUYECKHUX CPEJICTB

OTtaenbHbIE JOKYMEHTHI M OT/IEIbHBIE MACCUBBI JOKYMEHTOB,
JOKYMEHTBI 1 MacCHUBBI JOKYMEHTOB, COJIEPKAIINECs

B MH(QOPMAIIMOHHBIX crcTeMax (OMOIHOTeKax, apXuBax,
¢donnax, 6aHKax JaHHBIX, UHPOPMAIIMOHHBIX CHCTEMaX
JIpYTUX BUJOB)

[Ipomeccrl, MeToBI TOWCKA, COOpa, XpaHEHHUs, 00pabOTKH,

WHupopmalinoHHbIE pECypChI

Mugopmaunonmbie - MPEIOCTaBIEHUS, PACIPOCTPAHEHUS NH(DOPMAIIUU U CTIOCOOBI
TEXHOJIOTUH pea P poctp pMail
OCYIIECTBIICHUS TAaKUX MPOIIECCOB M METOJIOB
Caenenusd (cooOLIEeHNS, TaHHbBIE) HE3ABUCUMO
Nudopmanus - A ( » 8 )

oT (hOPMBI X TIPEICTABICHHUS

[IpoctpancTBO (TEppUTOpUS, 31aHNUE, YACTh 3TAHNS),

B KOTOPOM HCKJIFOYEHO HEKOHTPOIHPYyEeMOe MpeObIBaHUE JUII,
HE UMEIOIIHUX TIOCTOSIHHOTO HJTH Pa30BOTO JIOITYCKA,

Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPEJICTB

O0s3aTeNbHOE JJIS BHITIOTHSHHS JIUIIOM, ITOJTYYUBIIUAM JTIOCTYIT
K ompeeneHHoi nudopmanuu, TpedboBaHue HE TIepeaBaTh
TaKyr HHPOPMAIIUIO TPETHUM JIMIIAaM 0€3 coTacus

ee obmanarens

KoHnTtponmpyemas 30Ha -

KondunenmmaibHOCTh —



O06paboTka mepcoHaIbHBIX
JIaHHBIX

Omneparop

IlepcoHanbHbIEC JaHHBIE

VYrpo3a 6e3omacHocTH
uHpopmanuu

Vs13BuUMOCTb

IlenocTHOCTD

JeiicTBus (onepaiuu) ¢ nepcoHaabHbIMU JAHHBIMH, BKJIIOYAs
cOop, cUCTEMATH3AIUI0, HAKOTICHUE, XPAHCHUE, YTOUHEHUE
(oOHOBNIEHUE, N3MEHEHHE ), UCII0JIb30BAHUE, PACTIPOCTPAHEHHE
(B TOM UHCIIE TIepeady), 00e3InuuBaHue, OJIOKUPOBAHKE,
YHUUYTOKEHHE EPCOHABHBIX JaHHBIX

rpa)JIaHuH WIN I0PUAUYECKOE JIUIIO0, OCYIIECTBIISIONINE
JESTEIIBHOCTD M0 IKCIUTYaTallii HHPOPMAITUOHHON CUCTEMBI,
B TOM 4YHCJIC 110 00paboTKe HHPOPMAIINH, COACpIKaIIEHCs

B ee 0a3ax JaHHBIX

JIro6as nndopmarus, oTHocALIAsICA K IPSIMO UIIM KOCBEHHO
OIIPEJIETICHHOMY, HJIH ONpEeIieMOMY (PU3MUECKOMY JIUILY

COBOKYIMHOCTH YCJIOBUH U (PaKTOPOB, CO3AAIOIIUX
NOTEHLHMAIbHYIO UM PEAIbHO CYIIECTBYIOLIYIO

OMACHOCTb, CBSI3aHHYIO C YTEUKOI HH(pOpMAaIIH

W/WJIM HECAHKITMOHUPOBAHHBIMU U/WJIH HeTPpeHAMEPEHHBIMU
BO3JICUCTBUSIMH Ha HEe

HenocraTok (c1abocTh) MpOrpaMMHOToO (IIpOrpaMMHO-
TEXHHUYECKOT'0) CPEJICTBA WU UH(DOPMAIIMOHHOW CHCTEMBI B
IIEJIOM, KOTOPBIH (KOTOpasi) MOKET OBITh UCIIOIh30BaHA IS
pea3anuu yrpo3 0e30macHOCTH HH()OpMAIIH
YcToiunBOCTh MHPOPMALINU K HECAHKITUOHUPOBAHHOMY

WIH CIy4aifHOMY BO3/JICHCTBHIO Ha HEE B IIpoliecce 00paboTKu
TEXHUYECKUMHU CPEJICTBAMH, PE3YJIBTATOM KOTOPOI'O MOKET
OBITh YHUUTOXKEHHE U UCKAXKEHHE UH(POpMaIu
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1 OBHIIUE IMOJIOKEHUSA

Hacrosimas [lonutrka siBnsieTcs JOKYMEHTOM, OMPEACIISIONINM HAMpPaBICHUs IEATEIbHOCTH B
obractu obecnieueHrs HHGOPMAITMOHHON 0€30MaCHOCTH U MPEICTaBIseT COO0M cucTeMaTU3UPOBAHHOE
W3JIOKEHUE TeNed W 3a1ad MHPOPMAIMOHHON O€30MacHOCTH, KaK OJHO WJIM HECKOJIBKO IMpaBul,
MpoLEeNyp, MNPAKTUYECKUX IPUEMOB U PYKOBOJSAIIMX IPUHLMUIIOB, KOTOPBIMH pPYKOBOJCTBYETCS
MYHHIIMITAILHOE  OIO/PKETHOE JIOIIKOJIBHOE oOpa3oBarenbHOe yupexaeHue IleTpo3aBojckoro
TOpPOJICKOTO OKpyra «OUHHO-YrOpCKUM MeTCKHUi caa kKomOuHupoBaHHOTo Buja Ne 20 «Jlymukeniao», a
TAK)KE  OPraHU3alMOHHBIX, TEXHOJOTMYECKUX U  TPOIEAYPHBIX  aCIEKTOB  OOeCIedeHHs
nH(pOpMaITMOHHOKW 0€301MacCHOCTH.

[Tonoxxenus Hacrosimen [lomuTrku He pacnpocTpaHsalOTCs Ha obecrieueHre HHPOPMAIIOHHOM
0€30MMacCHOCTH CBEJICHUI, COCTABIIAIONINX IOCYAAPCTBEHHYIO TalHY.

OcHoBHOM 3amauedi B oOnmactm WHGOPMAMOHHONW 0E30MaCHOCTH  MYHHUIIUTIAIBHOTO
OIOPKETHOTO JOUIKOJIBHOTO 00pa3oBaTeNbHOTO yupexaeHus lleTpo3aBoAcKoro ropoickoro OoKpyra
«DUHHO-YTOPCKHIA JeTCKUH can KomOuHupoBaHHOro Bujpa Ne 20 «Jlymukemno», mpusHaer
COBEpIICHCTBOBAHUE MEp U CPEJCTB 00eCreueHUs 3aUThl HHPopMaIui HHHOPMAITMOHHBIX PECYPCOB
MOV «/erckuit cag No20» B KOHTEKCTE pa3BUTHs 3aKOHOAaTeNbcTBa Poccuiickoit depepanuu u
HOPM peryjiupoBaHusl MH()OPMALMOHHONW AEATEIHHOCTH B TEKYIIUX YCIOBHUSAX (YHKIIMOHUPOBAHUS
MH(POPMAIIMOHHOTO TTOJIS.

[Tpu pa3pabotke [lOTUTHKK YYUTHIBAIUCH OCHOBHBIE MPHUHIIMIIBI CO3/JaHUS CHCTEM 3alllUThI
uH(pOpMaLlUM,  XApaKTePUCTUKHM M BO3MOXKHOCTH OpPraHU3alMOHHO-TEXHUYECKUX  Mep
¥ COBPEMEHHBIX MIPOTPAMMHBIX H aIapaTHO-TIPOTPAMMHBIX CPECTB 3aIUTH HH(POPMAIIHH.

B pamkax cBoeii nestenbHoctd MOV «Jlerckuii cag Ne20» 00s13yercs npeAnpuHUMaTh Bce
BO3MOXKHBIE MEPHI JUIsI 3aIIUTH HHPOPMAITHH OT Yrpo3 6€30IMacHOCTH HH()OPMALIUH.

TpeboBanusi nH(GOPMALIMOHHON OE30MACHOCTH, COOTBETCTBYIOT LieTsM JesTenbHoctd MJIOY
«erckuit cam Ne20» wu mpemHa3HaueHbI JJIsi CHUIXKEHHUS PUCKOB, CBS3aHHBIX C pealln3aluei yrpos
0e30macHOCTH HH(GOPMAITHH.

[Tonutuka gocrynHa Bcem padbotHukaM MJIOY «Jletckuit cag Ne20» u BceM osib30BaTesiMm
€ro PecypcoB.

2 IEJIA U 3AJJTAYH OBECIHEYEHUA UH®OPMAIIMOHHOM BE3OINACHOCTH

Cy0bexTbl HHGOPMALMOHHBI OTHOIIEHU I
Cybbexkramu mipu obecnieueHnn nHpopmanronHoi 6e3omacnoct B MJIOVY «Jletckuit cam Ne20»
SIBJISIFOTCSI:

— pabotauku MJIOY «/lerckuii cag Ne20» (B TOM 4uCIie YBOJIEHHBIE);

— poauTeny (3aKOHHBIE MTPECTaBUTEINN);

— (Qusuueckue JMla, TpeACTaBUTENTN KOHTpPareHToB B paMKax MCIIOJTHEHUSI
JIOTOBOPHBIX 00513aTEIHCTB;

— (dusuyeckue nuia, nojasinue oodpamenne B agpec MJIOVY «Jletckuii cag Ne20y;

— IOpUJIMYECKUE JIHMIa, B paMKaxX HCIOJHEHHUS JOTOBOPHBIX O00S3aTENIbCTB WM BO

WCTIOTHEHUH TpeOOBaHU CO CTOPOHBI 3aKOHO1aTenbcTBA Poccuiickoii deneparmy;

— OpraHbl FOCY/1apCTBEHHOU BJIacTH.

O0beKxThl HHPOPMALMOHHBIX OTHOLICHHU I
O6bexTamMu MTHPOPMAITMOHHBIX OTHOIICHUH SIBIISIFOTCS:

— uHpopmarronusie pecypcsl MJIOVY «Jlerckuit cag Ne20y,

— mporiecchl 00padoTku nHbopmaruu B nHGopmarmoHHbix cuctemax MJIOVY «Jletckuii can
Ne20», nndopmanoHHBIE TEXHOJIOTHH, PErJIaMEHThI U IPOLEAYPbI cOopa, 00pabOTKH, XpaHEHUS U
nepenayu nHpopMaIuy;

— CHCTEMBbI M CpEeACTBa 3alUThl MHpOpMAaLKU, OOBEKTHl U MOMEIICHUS, B KOTOPBIX Pa3MEIIECHBI

cpeacTBa 00paboTKK HHPOPMALIUH.
esan obecnieyeHust ”HPOPMAITUOHHON 0€30MTACHOCTH
OcHoBHO# 11enbI0 0OecnieueHus: nHpopmannonHoi O6e3omacHoct MJIOY «Jlerckmii cam Ne20»
SIBJIAIOTCS IEHCTBUS HAlpaBieHbl Ha JOCTHXKEHUE 3aIIUThl CyOBEKTOB MH(OPMALIMOHHBIX OTHOIIEHUI
OT BO3MOXXHOTO HAaHECEHHS MM MAaTepUAIBHOTO, (PU3MUECKOro, MOPAIBHOTO WJIM WHOro Yyiepoa,



ITOCPEACTBOM CIIy4aiiHOTO WIA  [pPEeIHaMEPEHHOIO BO3JICHCTBUS Ha  uH}OpMAaLHIO,
B TOM UUCIIE:
— coOII0ICHHSI ITPABOBOTO PEKMMA HCIIOIb30BAHM MAaCCUBOB U CPE/ICTB 00pabOoTKK HHPOPMALINY;
—IpPEJOTBpALlICHUsS  pealu3allid  yrpo3 0e30macHOCTH HH(OpManMu MpH  OCYUIECTBICHUU
nestenbHocTd MJIOY «/Jletckuit cam Ne20».
3agauu odecnievyeHnst HHPOPMALMOHHOM 0€30MIACHOCTH
Hoctuxenue ueneil odecrieueHus MHOOPMALMOHHONW 0E30MacHOCTH W CBOWCTB MH(pOpMAaIuH,
MOV «/lerckuit cag No20» periaercs cneayrONMMu 3a/1la4aMu:
—3alUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIAa K UH(POPMAILIMOHHBIM pecypcam;
—pa3rpaHUYeHHUs JOCTyIa I0JIb30BaTele K MH()OPMALMOHHBIM, allapaTHBIM, MPOTPaMMHBIM U
HHBIM pecypcam;
— PETUCTpalliU ¥ IEPUOANIECKOTO KOHTPOJIS ISHCTBUH MOIb30BaTeNei mpu 00paboTKe 3alUiaeMoi
UHPOPMALIUU U IEPUOINIECKUN KOHTPOJIb KOPPEKTHOCTH UX JICHCTBUH;
— KOHTPOJISI HEJIOCTHOCTHU CPEIbl UCIIOJHEHHUSI IPOTPaMM U €€ BOCCTaHOBJICHUE B CIIy4ae HapyIICHHUS,
—o0ecrieueHust  ayTeHTUGUKAMM W WACHTHU(HUKAIMK  TOJb30BaTeNiel,  y4acTBYIOIIUX B
nH(pOpMaIMOHHOM OOMEHE;
—o0ecre4yeHuns: HCIPaBHOCTU MPUMEHsIeMBIX B HH(popMarmoHHbx cucremax MJIOY «Jlerckuii can
No20» cpencts 3amuThl HHGOPMALIUH;
— CBOEBPEMEHHOTO BBISBIEHHE HCTOYHUKOB yIrpo3 0€30MacHOCTH MH(OpMALUU, TPUYUH U YCIOBHIA,
CIOCOOCTBYIONIMX HAHECEHHWIO ymiepOa 3aMHTEPECOBAHHBIM CyOBEKTaM HWH(POPMAIMOHHBIX
OTHOIIICHUM;
—CO3/IaHUeM CIIYObl MOHHUTOPUHITA M pEarupoBaHUs Ha Yrpo3bl Oe30MacHOCTH HH(OpMAIMU U
HEraTUBHBIE TI0CIICCTBUS;
—CO3/[aHUeM YCIIOBHI IS MUHUMHU3AIMM HAHOCUMOTO yiiepOa HelnpaBOMEpPHBIMHU JCHCTBUSIMH, U
yCcTpaHEHHe TMOCJeICTBUN HapymieHus uHopManmonHoil 6e3omacHoctu B MJIOY «/lerckuii can
No20» Pemenue  BolmenepeuncieHubix  3amad B MJIOY  «Jlerckuii cam Ne20» OCYIIECTBISETCS
HIOCPE/ICTBOM:
—yueTa BcexX MOJUIeKalINX 3aluTe HH(POPMALMOHHBIX PECYPCOB;
— KypHQJIMPOBaHUs JIeHCTBUH NepcoHana, OCYLIECTBISIOUIET0 OOCIY)KHBaHHE U MOJIUDHUKAIMIO
IIPOrPaMMHBIX U MPOTPaMMHO-aNNapaTHBIX CPEICTB HHPOPMALIMOHHBIX CUCTEM;
— periamMeHTalu mnpoueccoB o0padoTku uH(opmaruu, neiictBuil padotHukoB MOV «/leTckuii
cag Ne20», oCyIIECTBISAIOMMX IKCILTyaTALIMIO TPOrPAMMHBIX U IIPOrPAMMHO-AIIAPATHBIX CPEACTB, HA
OCHOBE YTBEPK/IEHHBIX OpraHU3al[MIOHHO-PACIOPAIUTENbHBIX JOKYMEHTOB M0 3alIUTe HH(OpMaIny;
—Ha3Ha4YeHUs] M TOJArOTOBKOM paOOTHUKOB, OTBETCTBEHHBIX 3a OPIraHM3ALMI0 M OCYILECTBICHHE
MepoTpuaTHii Mo obecneuennto nHpopmarronnoi 6ezonacuoct B MOV «Jletckmii cam Ne20y;
—HaJENEeHUs] KaXJI0oro pa0OTHHKAa MHUHUMAIBHO HEOOXOMUMBIMU TIpaBaMd TMpu paboTe B
nH(GOPMaIIMOHHON MHPPACTPYKTYPE COTTACHO UX JOIKHOCTHBIM 00SI3aHHOCTSIM;
—coOnrofeHus] BceMU PaOOTHUKAMH, IKCIUTYaTHPYIOMIMMH M OOCTYKMBAIOIIMMH TPOTpaMMHBIE U
IIPOrpaMMHO-aIlNapaTHbIe CPEJCTBa, TPEOOBAHNUN OpraHU3aI[MOHHO-PACIOPAIUTENIBHBIX JOKYMEHTOB
o BompocaM obecrieueHust HHPOPMAITMOHHON O€30TIaCHOCTH;
— epCOHAIbHOM OTBETCTBEHHOCTBIO KAXKJ0T0 pabOTHHKA 32 CBOM ICHCTBHSI, yIaCTBYIOILETO B paMKax
CBOMX (DYHKIIMOHAJIBHBIX 00513aHHOCTEN B IPOIlECCaxX aBTOMAaTU3UPOBAHHOM 00paboTKu MHGOpMauu
U UMEIOLIET0 JJOCTYH K pecypcaM HH(POPMAIMOHHBIX CHCTEM;
—peanu3anueil TEXHOJIOTMYECKUX TIPOLECCOB 00pabOTKM HMH(OpPMAIMK €  HCIOJIb30BAaHHEM
KOMIIJIEKCOB OPraHU3aIMOHHO-TEXHUYECKUX MEp 3aIUThI IPOrPAMMHOTO 00€CTIeYeHH s, TPOrPaMMHO-
arnapaTHbIX CPEJICTB;
—TpPUHATHS Mep MO o0ecredyeHuto (U3NYECKO IEIOCTHOCTH MPOrpaMMHO-aNNapaTHBIX CPEICTB
MH(OPMALIMOHHBIX CUCTEM U MOAJIep>KaHHEeM HEOOXOMMOr0 YPOBHS 3alUIIIEHHOCTH KOMIIOHEHTOB;
—UCTONB30BAaHUsI TPOTPAMMHBIX W TPOTPaMMHO-AMIMAPATHBIX CPEACTB 3allUThl  HH(DOpMAIHH
obpabareiBaeMoM B MJIOVY «Jlerckumii cag Ne20» ¥ agMHUHHCTPATHBHOW TMOJAEPKKON HX



HCIOJIb30BaHUS;

— KOHTPOJIs COOIIOICHUS T0JIb30BaTENAMU MH()OPMAIIMOHHBIX CUCTEM TPeOOBaHUI 10 0OecreueHUI0
nH(OPMAIMOHHOK 0€30MIaCHOCTH;

—TpoBeJicHUs aHanu3a dPPEKTUBHOCTH MPHUHATHIX MEp 3aIIUThI WH()OPMAIUKA U MPUMEHIEMBIX
cpencts 3anuThl nHGopMmanuu B MJIOY «Jlerckuii cag No20y»;

—Ppa3pabOoTKH U peaTu3alnuy MPEII0KEHIH 10 COBEPIICHCTBOBAHUIO CHCTEM 3allIUThl HHPOPMAIIUH B
MOV «/lerckuii camg Ne20y.

3 NPUHIMIIbI OBGECHEYEHHUSA HH®OPMAIIMOHHOMN BE3OITACHOCTH

Ob6ecnieuenre WH(HOPMAIMOHHONW OE30MACHOCTH, JTOJDKHO OCYIIECTBISITECS B COOTBETCTBHH CO
CJIEYIOIIMMU OCHOBHBIMH MPUHIIUIIAMHU:

IpuHOMI 3aKOHHOCTH

[Ipu BbIOOpE MepompHUATHH MO 3amuUTe WHGOPMALKHU, JOJDKHO COONIOIAThCA JEHCTBYOIIEE
3aKoHOIaTeNnbCcTBO Poccuiickoit Denepanuu B chepe 3armuThl HHPOpMAaIUH.

Bce paGoTHUKM JMODKHBI MMETh MPEACTaBICHHE 00 OTBETCTBEHHOCTH 3a MPABOHAPYIICHUS B
chepe 3ammTel uHGopMmarnuu. [IporpamMmHo-anmapaTHble cpeAcTBa, npumensembie B MOV
«erckuit can No20», mOMKHBI UMETh COOTBETCTBYIOIIME JIMIICH3UU, ODUIIMAIBHO TPUOOPETATHCS Y
MIpe/ICTaBUTENel pa3paOOTUMKOB ITHUX CPEACTB WM SIBISTHCS WHTEIUIEKTYalbHOM COOCTBEHHOCTHIO
MJIOV «/lerckuii cam Ne20y.

IIpuHIMT CHCTEMHOCTH

[Ipn co3zmaHuuM cucTeMbl 3alUThl JAOKHBI YUMTHIBATHCS aKTyajbHbIE yrpo3bl 0€30M1aCHOCTU
nH(pOpMaIUY, BO3MOKHbIE OOBEKTHI M HAIPABICHUS aTaK Ha Hee CO CTOPOHbI HapymmrTeneil. Cuctema
3alUThl JI0JKHA CTPOUTHCS C YUETOM HE TOJIbKO M3BECTHBIX KAHAJOB yTE€UKM MH(OpMaluu, HO U C
Y4ETOM BO3MOXHOCTH TIOSIBIIEHUSI HOBBIX YSI3BUMOCTEH B IPOrPaMMHOM 00ECIIEUECHHUU.

IpuHIMI KOMIUIEKCHOCTH

KommiekcHOE MCTOIB30BaHUE CPENCTB 3alIMThl MHGOPMAIUMH TPEIIONaraeT COrjIacoOBaHHOE
MPUMEHEHHE TPU MOCTPOSHUU IEJIOCTHOW CHUCTEMBI 3allUThI, MEPEKPHIBAIOINICH BCE CYILECTBEHHBIE
yrpo3bl Oe3ornacHocTd HWHGOpMaIMK. 3aluTa JO0KHA CTPOUTHCS HIiienoHupoBaHo. dusnyeckas
3alUTa J0JDKHA 00ecneunBaThesl (PU3NYECKMMHU CPECTBAMU M OpraHU3allMOHHBIMH MEPaMHU.

[Ipn mocTpoeHuu, BHEAPEHUHM U SKCILTyaTallud CUCTEMbI 3alUThl MH(GOPMAIUU PYKOBOICTBO
MOV «Jlerckuii cax Ne20» obecrieunBaeT ycioBus s d3PPEeKTUBHON KOOpIUHALIMY ASHCTBUM BCex
nu1, 00ecTeunBarIIMX HHPOPMAITMOHHYIO O€30TTaCHOCTb.

IIpyHIHUI CBOEBPEMEHHOCTH

Pa3paboTka cucteMbl 3amiMThl MHPOPMAILUK JO0JKHA BECTHCHh NapalieIbHO ¢ pa3paboTKo u
MH(GOPMALIMOHHON CUCTEMBI. DTO MO3BOJMUT y4eCcTh TPeOOBaHUs 0€30MaCHOCTH MPH MPOSKTHPOBAHUU
apXUTEKTyphl M, B KOHEUYHOM cuYeTe, co3jaTh Ooisiee 3(ppexTuBHbIE MHPOPMAIMOHHBIE CHUCTEMBI,
o0Jafaronue J0CTaTOYHbIM YPOBHEM 3aLUILIEHHOCTH.

IpuHIMnD npeeMcTBEHHOCTH

[TocTosiHHOE COBEpILIEHCTBOBAHHME Mep M CpPEeACTB 3allUThl HMH(OpMAnMM Ha OCHOBE
MIPEEeMCTBEHHOCTH OpPraHU3ALMOHHBIX W TEXHUYECKUX pEeIIeHUH, KaJpoBOrO0 COCTaBa, aHajIn3a
(GyHKIIMOHMPOBAHUS UH(OPMAIIMOHHBIX CUCTEM U CUCTEMBI €€ 3aIllUThl C YYE€TOM U3MEHEHUH B METO/1aX
U CpeJCTBax nepexnara HHGopMaluu, HOPMATUBHBIX TpeOOBaHUI MO 3alIUTe HH()OPMALINH.

IMpuHIMI 10CTATOYHOCTH

CooTBeTcTBHE YpPOBHS 3aTpaT Ha obecreueHue MH(OPMAIMOHHON 0€30MacHOCTH M IIEHHOCTH
MH(OPMALIMOHHBIX PECYPCOB Ha BEJIMUYMHY BO3MOXKHOTO yiiep0a OT UX pas3rialleHus, YHUUYTOKEHUS U
uckaxxeHus. lcnonmp3yemble Mephl M CpEICTBA 3alUThl HMH(DOpPMAMM HE JOJDKHBI yXYyIIIaTh
HPrOHOMHUYECKHE MOKa3aTeIN KOMIOHEHTOB HH(POPMAITMOHHBIX CUCTEM.

IpuHIMI OTBETCTBEHHOCTH

Boznoxenne 0TBETCTBEHHOCTH 3a o0ecredeHnue 0e30macHOCTH nHpopMaluy u ee 00paboTKH Ha
KaX/10T0 pabOTHHKA B IpeJieNiax ero MoJHOMOUYNi. B COOTBETCTBUY € 3TUM NPUHIIUIIOM pacipe/esieHIe
mpaB U 00s3aHHOCTEHN PaOOTHUKOB CTPOUTCS TAKMM 00pa3oM, YTOOBI B cllydae JI000ro HapyIIeHHs ObLI
M3BECTEH HAPYIINUTEIb.



IIpuHIUN 000CHOBAHHOCTH U TEXHUYECKOH peaTn3yeMoCcTu

NudopmanoHHble TEXHOJIOTHUH, MPOTpaMMHbIE M NPOTrPaMMHO-aNapaTHbIE CPEICTBA, MEPHI
3aIIUThl MHPOPMALUU JOJDKHBI OBITh PEaTM30BaHBI 10 COBPEMEHHBIM PpEIICHUSM, OOOCHOBAHBI
C TOYKH 3pEHUS JIOCTIKEHHUS 33JaHHOTO YPOBHS 3alIUIIEHHOCTH WHGOpPMAIMU U 3KOHOMUYECKOU
11eJIeCO00pPa3HOCTH, a TakKXKe COOTBETCTBOBAaTh YCTAaHOBJICHHBIM HOpPMaM M TpeOOBaHHSIM
1o 6€30macHOCTH UH(POPMAIIUH.

IIpuHuun npogeccuoHaIu3sMa

Peanuzanus Mep 3amuthl HHGOPMAILUU U SKCILTyaTalUsl CPEJICTB 3allUThl HH(GOPMAIIUU JOJIKHA
OCYIIECTBIATHCS MPO(HECCHOHAIBHBIMU CIIEIUAINCTAMHU.

[IpuBneueHne crnenuaaIn3upPOBAHHBIX OpraHU3alUil K pa3paboTKe CPEICTB U peaju3alud Mep
3aIMThl UH(OPMAIMH, TOATOTOBIEHHBIX K KOHKPETHOMY BHUAY JEATEIBHOCTH IO OOECIEYECHUIO
0e30MmacHOCTH MH(POPMAIIMOHHBIX PECYPCOB, UMEIOIIUX OMBIT MPAKTUYECKONH pabOThl U JHUIEH3UN Ha
IIpaBO OKa3aHHUs YCIyT B 3TOW 00JIaCTH.

IpuHIUNT MUHUMHU3AIUU NIPUBUJIETHI 0JIb30BaTe el

ObecrnieyeHue Noab30BaTENEH MPUBUIECTUIMU MUHUMAJILHO JOCTATOYHBIMU TSI BBITIOTHEHUSI UMH
CBOUX JIOJDKHOCTHBIX 00s13anHOCcTer B MJIOY «/letckuit cag No20y.

4 OCHOBHBIE TPEBOBAHUA 110 3AINUTE NHOOPMALIUU OIT'PAHUYEHHOI'O
JOCTVYIIA

Cucrema 3amuThl HHQOpPMALMM [OJDKHA MpEeIyCMaTpUBaTh KOMIUIEKC OpraHHU3aIlMOHHBIX,
MPOrPaMMHBIX M IIPOrPaMMHO-AIAPATHRIX CPEJCTB U MEp IO 3aIuTe WH(pOpMamuu B Mpoiecce ee
00paboTKH.

BreimonHenue TpeOoBaHMIA TOCTHTASTCS 3a CYET pealn3alui Ha 00beKTaX HHPOPMATH3AIUH MEp
T0 3aIuTe HHPOpMaIUH:

—uAeHTU(DUKAIINY U ayTeHTU(PUKAIUU CYOBEKTOB T0CTYIA U 00BEKTOB JIOCTYTIA;

— YIPaBJICHHIO IOCTYIIOM CyOBEKTOB JAOCTYIa K 00bEKTaM J0CTYIIa;

— OrPaHUYEHUIO IPOTPAMMHOM CPEJIbL;

—3allMTe MATMHHBIX HOCUTENIEH MEPCOHANIbHBIX JIaHHBIX;

— perucTpanuu coobITuil 6€30MacHOCTH;

— aHTHUBUPYCHOM 3aILUTE;

— 00OHapyKEHHUIO BTOPKEHUIA;

— KOHTPOJTIO (aHATU3Y) 3aIUIIIEHHOCTU TEPCOHAIIBHBIX TAHHBIX;

—00ecneveHnI0 EeTOCTHOCTH MH(POPMAITMOHHOMN CUCTEMBI U IEPCOHATBHBIX JTAHHBIX;

—00ecnevYeHnI0 JOCTYIMTHOCTH MePCOHATBHBIX IaHHBIX;

—3allMUTHI CPEJIbl BUPTYAJIU3AlINH;

—3alIUThl TEXHUYECKUX CPEJNICTB;

—3a1UThl THPOPMAITMOHHOM CHUCTEMBI, €€ CPEICTB, CUCTEM CBSI3U U Nepeiayll IaHHbIX;

— BBISIBJICHHIO MHIUJEHTOB U PEarupoBaHUE Ha HUX;

— yIpaBIeHUIO KOH(PUTypanueid WHPOPMAITMOHHON CHCTEMBI M CHCTEMBI 3alIUTHl MEPCOHAIBHBIX

[aHHBIX.

MOV «/lerckmii cag No20», kak oOmagatens WHGOPMAIMU OTPAHUYSHHOTO JOCTYIA, MpU

OCYIIIECTBJICHUN CBOUX TIPaB 0053aHO:

—co0JIrI01aTh MpaBa U 3aKOHHBIC WHTEPECHI MHBIX JIHIT,

— MPUHUMATH HEOOXOUMBIE MEPHI 10 3aIUTe HHHOPMAITUH;

— OTPaHUYUBATh JIOCTYI K HHGOPMAITHH, €CIT TaKasi 00sS3aHHOCTh YCTaHOBJICHA 3aKOHOATEIIHCTBOM

Poccuiickoit denepanum.

B tom wumcie MJOY «/lerckuii cag Ne20», BIIPaBE €CIM HWHOE HE IPEAYCMOTPEHO
3akoHoJaTenbcTBOM Poccuiickoit denepanmu:

—Ppa3pemniaTh Ui OTPaHUYMBATH JOCTYN K MHGOPMAIUU, OMPEENIIATh MOPSAOK U YCIOBUS TaKOTO
JIOCTYTIa,

— HUCIOJIb30BaTh HH(POPMAIINIO, B TOM YHCIIE PACIIPOCTPAHSITH €€, II0 CBOEMY YCMOTPEHHUIO;
—nepenaBaTh MHGOPMALMIO JPYTUM JIMIIAM HAa YCTAHOBJIIEHHOM 3aKOHOJAATelNbCTBOM Poccuiickoit



®denepanuv OCHOBAHUH,

—3aIIMIIaTh YCTAaHOBJICHHBIMH 3aKOHOIaTeNIbCTBOM Poccuiickoii @enepanuu cocodamMu CBOM MpaBa
B CJTy4ae HE3aKOHHOTO MOJTYYEeHHUsI MH(OPMAIIMH WM €€ He3aKOHHOT'O MCTI0Ib30BAHNUS MHBIMH JINLIAMH;
— OCYIIECTBIISITh UHBIE JIEHCTBUS ¢ MH(GOpMalLMel WK pa3peliaTh OCYIIECTBICHNE TaAKUX JACHCTBUI,
€CIIM 9TH JICUCTBUS HE MPOTHBOpeyaT GeepaabHbIM 3aKOHAM U IPYTUM HOPMATHBHO-TIPABOBBIM aKTaM
Poccuiickoit deneparumu.

3ammrta  WHPOPMALMKM  OTPAHMYEHHOTO  JIOCTyNa  NPEACTaBiIsieT  COOOW  IpPUHATHE
OpraHU3ALMOHHBIX U TEXHUYECKUX MEP, HAIIPABIECHHBIX Ha!

—cobmroieHre  KOHQHUICHIUAIBHOCTH HMH(pOpManuu (MCKIIOUYEHHE HENpPaBOMEPHOTO JIOCTYIIA,
KOIMPOBAHUS, IPEIOCTABICHUS WIIK PACIPOCTPaHEHUS! HH(OpMAIiH);

—o0ecneveHre HeNoCTHOCTH HHGOpMaIuH (UCKIIIOUEHUE HETIPABOMEPHOTO  YHUYTOXKEHUS WU
MoauUIMPpOBaHUsS HH(pOpMAIUN);

— pealr3anuio mpaBa Ha JOCTYN K MHPOpMALUU (MCKIIOUYEHHE HEMPAaBOMEPHOTO OJOKHPOBAHUS
UH(pOpMAIIHN).

CpenctBa 3amuThl MHGOpPMALMKM BHEAPSIOTCS IO pe3ylibTaTaM IpPOBEICHHS OLIEHKH PUCKOB
MH(POPMAIIMOHHOMN 0€30MaCHOCTH.

Opranusanus 3amuThl HHPOPMALIUH

[Tpu opranuzanuu B MJIOVY «Jlerckuii cax No20» 3amuTsl HHGOPMAIIMH, TOJDKHBI BBITTOJHITHCS
TpeboBanus PenepanpHoro 3akona ot 27.07.2006 Ne 149-d3 «O6 unpopmannu, HHPOPMATUOHHBIX
TEXHOJIOTUSIX M O 3alluTe HWHOOpPMALUW», KOTOPbIe PEryIUpYIOT OTHOIIEHUS, CBS3aHHBIE C
YCTaHOBJICHHEM, U3MEHEHHEM U ITPEKpaIIeHuEM pexxrMa 00paboTku 3amuiaeMoii nHopmaryn. B Tom
yucne TpeboBaHMA O 3amuUTe UH(OpMaNMMU, HE COCTaBISIONIEH TOCYJapCTBEHHYIO TaiiHy,
coJiep Kalieiicss B roCy1apcTBEHHBIX WH(POPMAIIMOHHBIX CHCTEMax yTBepxkaeHHbIe npukazom OCTOK
Poccun ot 11.02.2013 Ne 17 «OG0 yrBepkaeHnH TpeOOBaHUM O 3a1uTe WH(OPMAIIMU, HE COCTABIIAIONIEH
TOCYJapCTBEHHYIO TaliHy, COJEpIKalleiicsi B TOCylIapCTBEHHBIX HH()OPMAIIMOHHBIX CHCTEMax» IS
rOCYJapCTBEHHbIX MH()OPMAIMOHHBIX cucTeM 1o KoTopsiM MJIOY «Jlerckuii can Ne20» sBnseTcs
Omneparopom.

B MOV «/lerckuit cax Ne20» moMUMO peanu3allii OCHOBHBIX Me€p 3allUThl MH(OpMaIuu
OCYIIECTBIISICTCS:

—peryisipHasi OLIEHKa U YIIpaBJIeHHE pUCKaMH MH(POPMAIIMOHHON O€30MacCHOCTH B COOTBETCTBHUHU C

YCTaHOBJIEHHBIMU IPOLEAYPaMU B 00JIACTH YIPaBJIEHUS PUCKAMU;

—uH(popMUpoBaHUe, 00ydYeHHE U MOBbIIeHNEe KBalupukanuu padbotHukoB MJIOV «Jletckuii can
No20» B chepe nHPpOpPMALMOHHOM GE30MIACHOCTH;

—MeToIu4ecKasi MOMoIb padOTHHUKAM B BOpocax o0ecrieueHus THPOpMaIlMOHHOM 0€3011acHOCTH;

—aHaJIM3 U TIOMCK BO3MOXKHOCTEH 110 MOBBILICHNUIO YPOBHS 3AIIUIIIEHHOCTH HH(OPMALIUH.

Jnst opranmsanuu 3amuthl uHGopManmu, MJIOY «Jlerckuit cag Ne20» BmpaBe MpUMEHSTh
CpEACTBA W METOJAbl TEXHUYECKOM 3allUThl, MNPEINPUHUMATH JpYyrHue, HE MPOTUBOpEUAIlNe
3aKoHoarenbCTBY Poccuiickoi denepannu, Mepsl.

B pamkax oGecriedeHus 3amuThl UH(OpPMAIMK, B paMKax TPYJIOBBIX OTHOLIEHUH HEOOXOAMMO
O3HAaKOMUTbH IO POCIHUCH PAOOTHUKOB, JOCTYI KOTOPBIX K MH(GOpPMAIMU OTPAaHUYEHHOIO JOCTYTIA,
HEOOXOJUM ISl BBIMOJHEHUS UMM CBOUX JIOJDKHOCTHBIX OOs3aHHOCTEH, ¢ mepeuyHeM HH(opMaiuu
OTpaHUYEHHOTO Joctyna, W npuHATbiMH B MJOY «Jlerckuit cam Ne20» wmepamu 3aniuThl
uHpopMaluu.

OCo0eHHOCTH 321IUTHI MEPCOHATBHBIX TaHHbIX

IIpn opranmzamuu ob6pabotku B MOV «/lerckuit cam Ne20» mnepcoHaIbHBIX JTaHHBIX
HE00X0JIMMO PYKOBOJICTBOBaThCS TpeboBaHusIMHU PenepanibHoro 3akona ot 27.07.2006 Ne 152-03 «O
MIEPCOHANIBHBIX JAHHBIX).

[lepeuens Mep, BbImoMHEHUE KOTOpbIX obecneunBaer MJIOVY «Jlerckuit cax Ne20» B kadecTse
olepaTopa IepCOHAIbHBIX JAHHBIX, JOJKEH BKIIIOUYATh:

—mnasHayenne B MJIOVY «Jlerckuit cax Ne20» OTBETCTBEHHOrO0 3a OpraHu3alvio 00paboTKH
MEePCOHAIBHBIX JaHHBIX;

—pa3paboTKy JOKYMEHTOB, OINPEACTSIONINX IpaBWIa B OTHOIICHUH OOPAOOTKU MEpPCOHATBHBIX
naHHbIX B MJIOY «Jlerckuii cax Ne20y», JIOKaJIbHBIX aKTOB IO BOIPOcaM 00PabOTKH MEpCOHATBHBIX



JAHHBIX;

—MpPUMEHEHHWE OpPraHM3allMOHHBIX M TEXHUYECKUX Mep MO0 o0ecrnedyeHnto 0e30macHOCTH
IIEPCOHAIBHBIX JIaHHBIX B COOTBETCTBUHM cO cTaTheil 19 denepanbHoro 3akoHa ot 27.07.2006 Ne 152-
@3 «O nepcoHaIbHbBIX JAaHHBIX;

— BBITNOJIHEHHE TPEeOOBAHUMN O COCTABY M COJEP>KaHUIO OPraHU3ALMOHHBIX M TEXHUYECKUX MEp IO
obecrieyeHnI0 0€30MaCHOCTH TEPCOHAIBHBIX JAHHBIX MpH HX 00paboTke B HH(GOPMAIIMOHHBIX
CHUCTEeMax MEePCOHANBHBIX JaHHBIX yTBepKAEHHBIX [Ipukazom @CTOK Poccum ot 18.02.2013 Ne 21
«O0 yTBEp)KJIEHUU COCTaBa U COAEPKaHUS OpPraHU3aLMOHHBIX U TEXHUYECKUX MEp M0 00eCreyeHUI0
0€30MIaCHOCTH TEPCOHANBHBIX JAaHHBIX IpH UX 00paboTke B HWH(POPMAIMOHHBIX CHUCTEMax
MEPCOHAIBHBIX JaHHBIX;

—OIICHKY Bp€la, KOTOPbI MOKET ObITh MPUUYMHEH CyOBEKTaM MEepPCOHANBHBIX JaHHBIX B ClIydae
HapyueHus PenepanbHoro 3akoHa Ne 152-D3, cooTHOIIEHHE YKa3aHHOIO Bpela U NMPUHUMAEMbIX
OIepaTopoM Mep, HamlpaBlIEHHBIX Ha oOecredyeHHe BBIMOJHEHUS 00A3aHHOCTEH, MPelyCMOTPEHHBIX
®enepanbHbM 3ak0HOM No 152-D3;

—o3HakomiieHue paboTHUKOB MJIOY «JleTckmii camx Ne20», HEMOCPEACTBEHHO OCYIIECTBIISIOIINX
00paboTKy MepPCOHAIBHBIX JAHHBIX, C MOJOXKEHUSIMHU 3aKOHOAAaTeNnsCcTBA Poccuiickoit denepanuu o
MEePCOHAIBHBIX JAHHBIX, B TOM YKCie TPeOOBAaHUIMHU K 3alUTE EPCOHATBHBIX JaHHBIX, TOKYMEHTaMHU,
onpenemnsomumu TpedoBannss MOV «Jlerckuii cax Ne20» B oTHOmEHHH 00pabOTKH MEPCOHATBHBIX
JTaHHBIX U 00y4YeHUe, IpU HeOOXOIUMOCTH, YKa3aHHBIX pAOOTHUKOB.

ObecrnieyeHne 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX TOCTUTACTCS, B YACTHOCTH:
—OmpeeNieHUeM yrpo3 U HapyluTesael 0e30MacHOCTH NEPCOHATBHBIX JAaHHBIX MPU UX 00paboTKeE B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHANbHBIX JaHHbIX;

—ompeeNieHueM YPOBHS 3aIIMIEHHOCTH MEePCOHANBHBIX JAHHBIX B COOTBETCTBUU C TPEOOBaHUIMU
[Tocranosnenus [IpaBurensctBa Poccmiickoit @enepanuu ot 01.11.2012 Ne 1119 «O6 yrBepkIeHUH
TpeOOBaHUI K 3all[UTe MEPCOHATBHBIX JAHHBIX MPH HX 00paboTke B MH(OPMALMOHHBIX CHCTEMax
NIEPCOHAIBHBIX JAHHBIX;

—MPUMEHEHHUEM TMPOIIEANINX B YCTAHOBICHHOM MOPSAKE MPOLEAYPY OLEHKHA COOTBETCTBUSI CPEICTB
3alUThl HH(OPMALIUK;

—OIIeHKOW 3((EKTUBHOCTH NPUHUMAEMBIX MEp IO 3alllUTEe MEPCOHAJbHBIX JIaHHBIX J0 BBOJA B
AKCIUTyaTal0 NHPOPMAIIMOHHON CUCTEMBI IEPCOHATIBHBIX TaHHBIX;

—BOCCTAHOBJICHHMEM I1€PCOHAJBHBIX JAaHHBIX, BCJEJICTBUE IIOJYyYEHUS HECAHKIMOHUPOBAHHOIO
JIOCTYTA K HUM;

— YCTaHOBJICHHEM MPABUJI JOCTYIIA K IEPCOHAIBHBIM JaHHBIM, 00pabaThIBa€MbIM B MH(OPMALIMOHHBIX
CUCTEMAaxX IMEPCOHANbHBIX JIaHHBIX, a TaKXe O0OECeueHUEM PErucTpaluy U ydeTa BceX JeHCTBUM,
COBEpUIAEMbIX C IEPCOHAIBHBIMU JAHHBIMU B UH(OPMALIMOHHBIX CHCTEMaX MEPCOHAIbHBIX IaHHBIX;
— KOHTPOJIEM 3a IPUHUMAEMBbIMU MEpPaMH 10 3aLIUTE EPCOHAIBHBIX TaHHBIX U ONPEIEIEHHOIO YPOBHSA
3aLIUIIEHHOCTH HHPOPMALMOHHBIX CUCTEMAX MEPCOHATIBHBIX JJAHHBIX B ITPOLIECCE €€ IKCILTyaTal|H.

5 OCHOBHBIE TPEBOBAHMUS K ITIPOLHECCAM OBECIHEYEHUA
WH®OPMAIIMOHHOHN BE3OIMMACHOCTHU

MeTtoaudeckoe pyKOBOJICTBO, pa3pabOTKy pELIEHUH MO 3amuTe WH(OpPMAalNU, COTIaCOBaHUE
BBIOOpa CPEICTB BBIYMCIUTENBHON TEXHHKH, MPOTPAaMMHBIX M MPOrpaMMHO-AIIapaTHBIX CPEICTB
3alIUTHl HH(POPMaIUH, OpraHU3alKI0 PadoT MO BBISIBICHUIO BO3MOKHOCTEHN U MPEAYPEKICHUIO YTEUKU
U CBOMCTB 3alUIIaeMOi HH(OpMAIUK, aTTeCTaluio OOBEKTOB HH(POPMATHU3ALUH OCYILECTBISIOT
corpyaanku MJIOVY «/lerckuit cag No20» (yrmoaIHOMOUYEHHEBIE).

Puznyeckas 0e30MaCHOCTH

[IpuHATBIE OpraHU3allMOHHBIE M TEXHUYECKHE Mephl o 3amure nomenieHud MOV «/lerckuit
cax Ne20», cepBepHOro M KOMMYTAIlMOHHOTO OOOPYJOBaHUS, aBTOMAaTH3MPOBAHHBIX pabOYMX MeECT
nonb3oBareneit nHpopmanroHHbix cucteM MJIOY «Jletckuii cag No20» oOecrieunBaroT pean3aruio
CIIEIYIOIUX MEp IO:

— pasrpaHu4eHuIo goctyna paboTHukoB B nomeneHust M/IOY «/lerckuii cag Ne20» B cOOTBETCTBUH
C MX MOJIHOMOYMSAMH U JOJDKHOCTHBIMU O0SI3aHHOCTSIMU;



—peructpanun  (HaKTOB BX0Ja pPaOOTHUKOB B TIOMEIICHUS B KOTOPBIX BemeTcs o0paboTka
MEePCOHAIBHBIX JaHHBIX;

— KOHTpOJIMpyeMoMY TpeObiBaHut0 mocTopoHHuX Jinil B MJIOVY «Jletckuii cag Ne20» B nmomeneHus,
B KOTOPBIX BeAeTcs 00paboTka MH(POPMAIMH OrPaHMYCHHOTO JIOCTYNa M pa3MeEIleHbl ammapaTHbIe
cpencTBa HHPOPMAITMOHHON CHCTEMBI;

— OpraHMU3aIy PeKUMa KOHTPOJIUPYEMOI0 BHOCA/BBIHOCA CPEACTB 00pabOTKU MHGOPMALIHH.

IMomemenust JIOY nomkHBI OBITH 000PYIOBaHBI IETEKTOPAMU OTHS U JIbIMa, OTHETYLIHTEISIMH,
CUCTeMaMU KOHIUIIMOHUPOBAHUS BO3/yXa, CPEICTBAMU OXPAaHHO-TI0KapHON CUTHATIU3AIUH.

OcHoBHOE cepBepHOE U KoMMYyTaroHHoe obopyaoBanne MJIOVY «Jlerckwmii camx No20» momxHO
ObITh 3alIMILEHO OT IepeboeB B IMoAaue SJIEKTPOIHEPTrUU MYTEM MOIKIIOYEHHS] K 3JIEKTPOCETH C
MPUMEHEHHEM HCTOUYHUKOB OecriepeOOiHOro MUTaHus U PE3EPBHOTO Iu3elb-reHeparopa. VcToOYHuKH
OecriepeOOMHOr0 MUTaHUS HEOOXOIUMO PEryJISIpHO TECTHUPOBaTh U MPOBEPATH YIOJIHOMOYEHHBIM
paboraukam JIOY B COOTBETCTBUU C PEKOMEHAALUSIMH MPOU3BOUTEIIS.

[TopraTuBHBIE TEXHUYECKHE CPEICTBA HE JOJHKHBI OCTABAThCA 3a MpeiesiaMi KOHTPOIUPYEMOM
30ubI JIOY 6e3 KOHTPOJIs co cTOpoHbI paboTHUKOB J[OY.

Be3onacHocTh Ha padoyem MecTe

3ampemiaercss BECTH 3alKCh Mapojied B OTKPBHITOM BHUAE HAa MAaTepPHAIbHBIX HOCHTENS, 3a
UCKJIIOUYEHUEM CIIy4aeB, perjlaMEHTUPOBAHHBIX METOJ0B XPAHEHUS.

JIOKyMeHThl W HOCUTENH ¢ WH(pOpMaluell OrpaHUYEHHOrO OCTyNa IOJDKHBI yOUpaTbcs B
orevyaTeiBaeMble MecTa (cei (b, mKadsl 1 T.11.), IPU yXo.1e ¢ pabouero mecta. Ha aBTomMaTn3npoBaHHOM
pabouem mecte [Tonb3oBarens pabouas ceccust AOHKHA OBITH MpepBaHa, paboUnid CTOJ 3a0JI0KHPOBAH.
Bxon nosip3oBaress B cUCTEMY HE JJOJKEH BBIIOJIHATHCS aBTOMATUYECKHU.

JIOKyMeHTBI, cofiepsKaliie nHOOPMAILIUI0 OTPAHUYEHHOTO I0CTYIA, TOJIKHBI Cpa3y U3bIMAThCA U3
neJaTaromux — ycTpoictB. g  yTunmzamuu  KOH(GHMISHIMATBHBIX  JOKYMEHTOB, JOJDKHBI
UCIIOJIb30BAThCA YHHUTOXXKUTEIH JIOKYMEHTOB HE HHXE 4 ypOBHSA IO CTaHIApPTy OE30MacHOCTH,
IIPUMEHSIEMOMY K YHUUTOXHUTEIAM JOKYMEHTOB.

I[Ipy  ucnonp30BaHUU  MOOUIIBHBIX  TEXHMYECKUX  CPEICTB  HEOOX0IMMO  cOOII0aaTh
JIOTIOJTHUTEIIbHBIE MEPHI 10 PETJIAMEHTALlMU ¥ KOHTPOJIIO UCIOIb30BaHUS B MH(POPMAIIMOHHOM cucTeMe
MOOMJIBHBIX TEXHUUYECKUX CPECTB.

Haxoxnaenue mnpencraBuTenell IOPUAWYECKUX JIMII B paMKax HCIOJHEHUS JIOTOBOPHBIX
00513aTeNIbCTB B MOMEIICHUAX B KOTOPBIX BeAETCS 00paboTka MH(pOpMAMKU OTPAaHUYEHHOTO J1OCTYIIa
MH(OPMALIMOHHON CUCTEMBI, BO3MOKHO TOJIbKO B compoBokaeHUN paboTHuka MJIOVY «/letckuit caz
Ne20» nomymeHnHoro 10 06pabOTKU Takoi MH(OPMALIUH.

Pa3menienue TeXHUYECKUX CPEACTB BhIBOJA MHPopMauu B nomemnieHusx JJOY npousBoautcs ¢
YYETOM HCKJIFOYEHHUSI BO3MOKHOCTH BHU3YaJIbHOTO MPOCMOTpa MHPOPMALIMU TOCTOPOHHUMHU JIMLIAMHU U
paboTHUKaMU, HE JOIMYIIEHHBIM K paboTe ¢ TaHHON HHpOpMaIHeH.

TexHuueckue cpeacTBa JOKHBI Pa3MELIaTbCsl U XPaHUThCA TaKUM 00pa3oM, YTOOBI COKPATUTh
BO3MOXKHBIN PUCK MTOBPEKIEHHS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

Texnuveckoe o0c1y:kuBaHNe 000PYy10BAHUSA

Texunueckue cpeactsa IOV nomkHBI NPOXOAWTh HA PETYISIPHONM OCHOBE CEPBHUCHOE
00CITy>)KUBaHHE B COOTBETCTBUH C PEKOMEHIAIIUSAMH ITPOU3BOAUTENICH 000PYI0BaHMS.

PeMoHT u cepBucHoe oOOCHTyXHBaHHE OOOPYJOBaHMS JOJDKHBI BBIIIOJIHATBCA  TOJBKO
KBaJIM(UIIMPOBAHHBIMU CHIEIIMATHCTAMH.

Texnunueckoe oOcCHyXHUBaHHE OOOPYAOBAHHUS CTOPOHHHMH OpraHU3AlMSIMH HE JIOJIKHO
MPUBOANTH K PUCKY HapYIICHUs] KOH(PUICHIIMATBHOCTH 3allMIIIaeMOi HH(pOpMAIIHH.

B3anmopaeiicTBue ¢ TpeTbUMU JINLAMH

B nensx obecnevenuss mapopmannonHon OezomacHoctd MOV «Jletckmii cam No20» mpu
B3alMOJEICTBUH C TPETBUMH JIMIIAMH JOJIKEH BBIIIOJHATD CIEAYIOINE MEPONIPUITHS 110:

—3aKJIIOUYEHUIO COTJIAIIEHUs O Hepas3riallleHn HHPOPMALMU OTrPaHUYEHHOT'0 JIOCTYTa NOJYyYeHHOH B
XO0/I€ UCIIOJTHEHUS IOTOBOPHBIX 0053aTENNbCTB;

—OCYIIECTBIICHUIO KOHTpOJIA 3a JCMCTBUSIMM TMpEACTAaBUTENEH KOHTPAareHTOB B Ipeaenax
KOHTponupyemoii 3051 JIOVY.



YrnpasiieHue ;)KU3HEHHBIM IUKJIOM HH(OPMAIHOHHBIX CHCTEM

Meponpusitusi B Ipoliecce >Ku3HEHHOTo nukIia nHpopmannoHHbx cucteM MJIOY «/leTckuii can
Ne20» momkHbI OBITH HampaBiIeHbl Ha oOecreyeHHe 3alIuThl MH(OpPMAIMK TpPU BBOJE B JICHCTBHE,
9KCILTyaTaliu, CONPOBOKIEHUU U MOIEPHU3ALINY, BbIBOJA U3 SKCILTyaTalluu.

OcHoBaHueM mpH pazpadboTke HHHOPMALIMOHHBIX CUCTEM JIOJKHBI SIBISITHCS PEIICHUS IPUHSATHIC
Ha ctaguu (GopMUpOBaHUS TpeOOBaHUM, cojepKallue TpeOOBAHUS B TOM UYHUCIE [0 CHCTEME 3allUThl
MH(POPMAITHH.

JIroboe muiaHupyeMoe K BHEIPEHHIO M3MEHEHHE WH(OPMALMOHHOW CHUCTEMBI MpEeABapUTEIHHO
JOJDKHO OBITh MIPOAHATIM3UPOBAHO Ha COBMECTUMOCTh M OTCYTCTBHE HapyIICHHH pabOTOCIIOCOOHOCTH
CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE€ CPEJCTB 3alUThl HHPOPMAIUH.

PaboTel 1o MoaepHM3aMK WHMOPMALMOHHOW CHUCTEMBI, B TOM WYHCIE IO YCTAaHOBKE
MIPOrpaMMHOTO OOecriedeHus] U OOHOBJICHHM, JTOJKHBI IMPOBOJUTHCA B HepaOouee BpeMs WM BpeMs
HauMeEHbIIeH pabodell Harpy3Ku.

[Ipn BBIBOOE U3 OKcIUTyaTaldd WH(DOPMALIMOHHBIX CHUCTEM JIOJDKHO OOECIeunBaThCs
rapaHTHPOBAaHHOE y/AaJeHHe oOpabaThiBaeMOl M XpaHMMOH B HUX MH(POPMALUU C HCIIOJIb30BAaHHEM
CPEICTB TapaHTUPOBAHHOTO YHUYTOXKEHHsS] WH(OpPMALUU WIM TyTeM (PU3NYECKOTO YHHUYTOKEHUS
HOcHUTelel nHpOopMaIuu.

Bce mpouenypsl o0ecnieduenus 3amuthl uHGopMmaiuu, ycrtaHoBieHHsie B JIOY B oTHOIIEHUU
MH(POPMAIIMOHHBIX CUCTEM, TOJDKHBI BBIITOJHATHCS M KOHTPOJIUPOBATHCS OTBETCTBEHHBIMH JIMIIAMH 32
OpraHM3aIMio padoT MO 3alUTe HHPOPMAITUH.

KonTpous nocryna k nHGpopManuoOHHbIM cHCTEMaM

Bce pabotauku MJIOY «/lerckuii cag Ne20», momymieHHble K padore ¢ MH(POPMAIMOHHBIMU
CUCTEMaMH HECYT IIEPCOHAIIBHYIO OTBETCTBEHHOCTh 33 HAPYIICHHs YCTAHOBJIEHHOIO MOPsAKa
00paboTku nHbOpMaIUu.

YpoBeHb OJIHOMOYHI MOJIB30BaTeNsd B uHPopManinonHoi cucteme JJOY nomkeH onpenensTbes
B COOTBETCTBUU C €T0 JOJKHOCTHBIMH 00SI3aHHOCTSIMHU.

Hoctyn mnonb3oBateneid k HHPopManuoHHBIM cuctemam JOY pomkeH KOHTPOJIUPOBATHCS
aJIMMHHUCTPATOPOM MH(GOPMAITMOHHON CHCTEMBI.

Ocy1iiecTBI€HHE PEryIsPHOrO KOHTPOJIS BBINOJIHEHUS OPraHU3allIOHHO-PaCcOPSAUTEIbHBIX
JOKYMEHTOB, KacarolXCsl perjlaMeHTaluu aomycka paboTHukoB JI0Y k mHGOpMallmOHHBIM CHCTEMAaM.

NpenTnduxanusa v ayreHTupuranus

JlocTyn nosp3oBaTenei K iHQOpMaIMOHHBIM CUCTEMaM JOJDKEH MPEOCTaBIATHCS TOIBKO MOCTe
YCHEIIHOT0 3aBepIlIeHUs UACHTU(PUKAIINY, ayTeHTU(DUKALINH.

[lonyyenue mosb30BaTeNleM HUMEHM B HWH(POPMALMOHHOM cHCTEMEe M Tapojisi, KOTOpbIe
o0ecneunBaT JOCTYN K MH(OPMALMOHHOW CHCTEME, JTOJKHO OCYIIECTBISATHCS MO MPEACTABICHUIO
PYKOBOJUTEIS CTPYKTYPHOTO TIOAPA3ACICHUS.

YnpasiaeHue 10CTyIoM

B MIOY «/erckuit cam Ne20»  IOKHO OCYIIECTBIATHCS YIPABIEHUE JOCTYIIOM K
MH(OPMALIMOHHON CHCTEME IOCPEICTBOM pEau3allid HEOOXOAMMBIX METOJ0B, THIIOB U IpaBUII
pasrpaHMuYeHMs IOCTYIIa M0JIb30BaTeNnssM uHpopmarmonHoit cuctemsl MOV «/letckuii cag Ne20». B
TOM uucie oOecredeH 3alllMIIeHHBIN YIalleHHbIM TOCTYN CYOBEKTOB JOCTymna K OObEeKTaMm JocTyma
yepe3 BHEIIHNE HH(OPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HocuTe MU HHPOPMALHMHT

Pa6otaukn MJIOY «Jletckuii cag Ne20» MODKHBI MCIOJIB30BATh TOJBKO YYTCHHBIC CHEMHBIE
MalllMHHBIE HOCUTENM HWHGOpPMAIMU JUIS BBIIOJHEHHS CBOMX JIOJDKHOCTHBIX OOs3aHHOCTEH.
Hcnonb3oBaHne ChEMHBIX MAIIMHHBIX HocutTened uHpopmanmu B JIOY B HHBIX HEIsiX CTPOro
3aIpeLIeHO.

CpeMHBbIe MallIMHHBIE HOCUTENU MH(POPMAIMH JOJDKHBI XPAHUTCS B ON€YaThIBAEMBIX IIKadax, B
MOMENICHUAX B KOTOPBIX MPEIYyCMOTpEeHa 00paboTKa HHPOPMALIMU OTPAaHHYEHHOT'O IOCTYTIA.

B cnyyae xpaxku wiM moTepu ChbEMHOI'O MAIIMHHOTO HOCUTENsI MH(OpMAalMM, a TaKKe HHBIX
MHIMJIEHTOB, KOTOPbIE MOTYT NPUBECTU K HAPYIIEHUIO CBOMCTB MH(POPMAIIUN OTPAHUYEHHOTO JI0CTYTIA,
JOJKHBI IPOBOJAUTHCS MEPOIIPUATHS 110 PACCIIETOBAHUIO TAKUX UHIIMICHTOB.



IIpu BBIBOZE M3 3KCIIyaTallUd ChEMHOTO MAIIMHHOIO HOCUTENs MH(pOpMAalMM, BCE JaHHBIE,
XpaHsIUecss Ha HeM, JOJDKHBI ObITh yNAJeHBl ONPEAEICHHOM KOMHCCHEH M3 uuciia paOOTHHKOB,
CPEACTBOM rapaHTUPOBAHHOIO YHUUTOXKEHUS MH(DOpMaIUH.

@aKT yHUYTOKEHUS HH(OPMAIK HAa CheMHOM MAIIMHHOM HOcHTeNe HH(opMaiiu Gukcupyercs
B aKTe 00 YHUUYTOXEHUU UH(POPMaAIIK CO ChEMHOI0 MAIIMHHOTO HOCUTEIIS HHPOPMALIUH.

Perucrpanusi coObITHI

B MJIOY «Jletrckuit can Ne20» nomKHA OCYIIECTBISTHCS PETHCTPAIIMK COOBITHIT O€30MacHOCTH
Ha BceX KOMIOHeHTax wuHopMmanuoHHbIX cucteM MJIOY «Jlerckmit cam Ne20», B KOTOPBIX
oOpabatbIBaeTcs 3amuiiaeMast HHpopmarus.

AHTHBHMpPYCHAasl 3a1IUTA

B nensax o6HapyXeHus U yCTpaHeHHsI BpeIOHOCHBIX nporpamm B JIOY nomKHBI HCIOIB30BATHCS
CpeACTBa aHTUBUPYCHOM 3aIIUTHI HHPOPMALIUH.

O0s3arenbHOMY KOHTPOJIIO CPEACTBOM aHTUBUPYCHOW 3aIUThl MH(MOPMALIUK JOJDKHA [TOIeKaTh
mo6as nHpopmanus (TeKCTOBbIE (ailiibl MOOBIX (popMaToB, (ailyibl TaHHBIX, UCHOTHIEMbIC (HAIbI),
nojryyaemasi M IepejaBaeMasi O JIOKQJIbHOM BBIYMCIUTENIBHOW CETH B TOM YHCIE U CETAM OOILero
MOJIb30BaHMSA, & TaKXKe WH(POpMAIHS, XPAaHUMAsi Hd Ch€MHBIX MAITMHHBIX HOCUTEISIX HHPOPMALIUH.

IIpu ycTaHOBKE MpOrpaMMHOro o0OecredeHns Wi ero OOHOBJICHUSI Ha CEBEpHOE 000pYAOBaHHE
JOJDKHA ABTOMAaTUYECKU BBINOJHATHCS —IpeABapUTelbHasl IPOBEPKA JAaHHOIO IPOrPaMMHOIO
o0ecreyeHus: Ha OTCYTCTBHE BPEJOHOCHOTO ITPOrPaMMHOI0 00ecIieyeHusl.

OOHoBiieHHEe 0a3 CUTHATYp /IS CpEINCTBAa AHTHBHPYCHOW 3aIIUTHl HH(OPMAIUHM JOJKHBI
OOHOBJIATHCS €XKEJHEBHO.

[Tosp30Bateny 6e3 mpaB aIMUHUCTPATOpa MHPOPMAITMOHHOHN cucTteMbl JJIOY He NOHKHBI HMETh
BO3MOKHOCTh IOJYYEHHUs JOCTyNa K KOH(QUI'ypaluu aHTUBUPYCHOTO CPEACTBA 3aLIUTHI WK €ro
OTKJIIOYEHHS.

KoHTpo.1b 3a1M11eHHOCTH IePCOHAJIBHBIX JAHHBIX

B mensx MCKIIOYEHHs SKCIUTyaTallMd YSI3BUMOCTEM NPOrpaMMHOrO O0€CHedeHUs JOJKHBI
IIPOBOAMUTCS pabOThl IO BBIABICHHUIO, aHAIM3y VYSI3BUMOCTEM HH(OPMALIMOHHOW CHUCTEMBI MU
OIIEpaTUBHOE YCTPAHEHUE BHOBb BBISBJICHHBIX YS3BHUMOCTEH. B TOM wymciie opraHusanus KOHTPOJIS
YCTaHOBKH OOHOBJIEHUS IPOTPAMMHOI0 00€CIIeYeHHsI BKJII0Uast CPEJICTB 3alUThl HH(OpMaLIUU.

Hcnonb3oBanue NporpaMMHOro odecne4eHust

Beibop nmporpammHOoro oOecnedeHus s HPOU3BOJACTBEHHBIX Hyxa JOY  nomxken
IIPOU3BOJUTECS B IIPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOro B EJMHBIN peecTp pOCCHICKUX
MIPOrpaMM JJIsl JJIEKTPOHHBIX BHIYMCIUTENBHBIX MAIlIUH U 0a3 JaHHBIX. B ciydyae oTcyTcTBUS aHanmora B
EnunoM peecTpe poCCHIMCKMX MPOrpaMM AJIsl 3JEKTPOHHBIX BBIUMCIUTENBHBIX MAIIMH U 0a3 JTaHHBIX
JIOTTYCKaeTCs UCI0JIb30BaTh POrPaMMHOI0 00ecrie4eHre UMIIOPTHOTO MPOU3BO/ICTBA.

Hcnouab3oBanue cpeacTB KpUNTOrpaguyeckou 3aluThl HHPOPMALHUHU

Obecrnieuenne 3amMThl UHGOPMAILMU OTPAHUUYEHHOTO JOCTYIa OT PACKPBITHS, MOAUPUKALUU U
HaBs3bIBaHUA (BBOJA JOXKHOM MH(pOpMAIMK) NPpH ee nepeaade (MOAroTOBKE K Mepeaye) Mo KaHalaMm
CBSI3M, MMEIOIIUM BBIXO/ 32 MPeAebl KOHTPOJIUPYEMOM 30HbI 00€CIIeYMBAETCSI IPUMEHEHUEM CPEJICTB
KpUNTOrpagpuueckon 3amuThl UHPOPMALIUH.

[Ipuo6perenue cpencts kpunrorpapuyeckoit 3amutsl nHGopmanuu JJOVY ocymiectisercs Ha
OCHOBAHUU JIOTOBOPOB U KOHTPAKTOB C JIML[aMH UMEIOLMMU JeicTByromyto aunen3nto @Cb Poccun Ha
OCYILIECTBJIICHHE JEATENBHOCTH MO pPa3paboTKe, MPOU3BOJICTBY, PACIPOCTPAHEHHUIO IH(PPOBAIBHBIX
(xpunTorpau4ecKux) CpeacTB, HWH(POPMAIMOHHBIX CHCTEM U TEJIEKOMMYHUKAIIMOHHBIX CHCTEM,
3alMIICHHBIX C HCIIOJIb30BAHUEM MIM(POBAIbHBIX (KPUNTOrpaUuyecKUX) CPEICTB, BBHINOJIHEHUIO
paboT, okazaHHMIO yCIyr B oOmacTu MmudpoBaHUsS HHGOPMAIMH, TEXHHUYECKOMY OOCITYXHUBaHHIO

U PPOBaATbHBIX (kpunrorpaduyecKux) CPEICTB, MH(OPMAaLIMOHHBIX CUCTEM u
TEJIECKOMMYHHUKAIIMOHHBIX ~ CHCTEM,  3allUIIEHHBIX  C  HCIOJB30BaHHEM  MIM(PPOBATBHBIX
(xpunrorpauyeckux) CpeacTB (3a HUCKIOYEHHEM ciyd4as, €clid TEeXHHUYECKOoe OOCIyKHBaHUE
1 (ppoBaTBHBIX (xpunTorpauuecKux) CPEJICTB, UH(POPMALIMOHHBIX CUCTEM U
TEIEKOMMYHUKAIIMOHHBIX ~ CHCTEM,  3allWIIEHHBIX C  WCIOJb30BAaHHEM  IIH(PPOBAIHHBIX

(kpunrorpauuecKnx) CPesCTB, OCYIIECTBISIETCS A oOecneueHnss COOCTBEHHBIX HYXK IOPUANYECKOTO
JIMLA WINA UHIUBUAYAIBHOTO IPEAIPUHUMATES).



B nensax opraHuzanum u  oOecnedyeHMM Iepefadyd HMH(pOpManuu IO KaHalaM CBSI3U C
UCTIOJB30BAHUEM CPEJICTB KpHNTorpaduyeckoi 3amuThl HWHPOpPMAMK, a TaKXKE BBITOJHEHUS
nuneH3noHHbIX TpeboBanniit ®Chb Poccuu B JIOY nomkeH OBITH co3AaH opraH KpUITOTrpaduuecKoi
3aLIUTBHI.

[TopTanehble pemenus JJOY ¢ BO3MOKHOCTBIO 0CTYIA € CETEH 0OILEro MoIb30BaHUs J0JIKHBI B
MIPUOPUTETE Pa3padbaThIBATHCS C OPraHU3AIMEN 3alUIIEHHOr0 KaHajla mocpeacTBOM mpoTokona TLS ¢
noanepxxkon anropurmoB ['OCT 34.10.

Hcnoab3oBaHue 3J1eKTPOHHOM MOYTHI

DneKkTpoHHass TouTa JojkHA wucnoib3oBaThess B MIAOY «Jlerckuit camx Ne20» ¢ wmenbio
OpraHu3any OOMEHa JSJEKTPOHHBIMM COOOIIEHMSAMHM MEX1y pabOTHUKaMH U CyObeKTaMu
MH(POPMALIMOHHOMN 0€30MaCHOCTH.

IIpu ucnoIb30BaHUM 3JIEKTPOHHOM ITOYTHI 3aIIPEIACTC:

— obOmeH wuH(popmanmel s CIy)KeOHOrOo TONB30BaHUsA, a Takke uHbopmamnmen
OTPaHUUYEHHOTO JIOCTYIIA;

— MPEJOCTaBICHUE JOCTYNa K 3JIEKTPOHHOM MOYTE C MCIOJIB30BAHMEM JIaHHBIX CBOEH
YUETHOM 3allMCH TPETHUM JIMLIAM;

— MyONMKanus CBOETO CIY>KEOHOTO ajpeca HIEKTPOHHOM MOYTHI B QJIEKTPOHHBIX KaTalorax,
Ha IOMCKOBBIX MAalllMHAX U IPYIHX pecypcax ceTu MHTepHEeT B 1ensx, He CBA3aHHBIX C
WCTIOJTHEHUEM CBOMX JIOJDKHOCTHBIX 00S3aHHOCTEHH;

— MOJNMCKA IO 3JIEKTPOHHON I0YTE€ Ha pa3jIU4HbIE pEKJIaMHbIE MaTepuaibl, JUCTHI
PacCBUIKH, 3JIEKTPOHHBIE JKYPHAIIbI U T.JI., HE CBA3aHHBIE C BHIIIOJIHEHUEM I10JIb30BaTEIEM
JOJPKHOCTHBIX 00s13aHHOCTEH;

— OTKpBITHE (3aIlyCK HA BHINOJHEHUE) (HaiiIoB, MOJYUYEHHBIX 10 AIEKTPOHHON IIOYTE UK U3
pecypcoB cetu UHrepHer, 0e3 mnpeaBapUTEIbHOW NPOBEPKUM MX aAHTUBUPYCHBIM
IPOTPaMMHBIM 00ECTICYECHHEM.

Padora B ceTsix 0011ero moJib30BaHUA

JIOY octaBmnsieT 3a co00i MpaBo GIOKMPOBATH WM OIPAaHUYUBATH JOCTYI PAOOTHHKAM K CETSIM
CBSI3U OOILIEro M0JIb30BaHMs, B TOM YHciie ceTH MHTepHeT, co/iepaHue KOTOPhIX HE UMEET OTHOLICHHUS
K MCIIOJIHEHUIO JIOJDKHOCTHBIX 00513aHHOCTEH, a TakKe K MH(POPMAI[MOHHBIM pecypcaM, CoJIep:KaHue u
HaIPaBJIEHHOCTb KOTOPBIX 3aIIPEILEHbl 3aKOHOAaTeabCcTBOM Poccuiickoit denepannn.

Nudopmanusa o nocemaembix padotHukamu MJIOY «Jlerckuit cag Ne20» mH(pOpManmoHHBIX
PECYPCOB MPOTOKOIUPYETCS A MOCTENYIOIero aHajliu3a M, NP HEOOXOAUMOCTH, MOXET ObITh
Mpe/ICTaBlIeHa PYKOBOJUTENSAM CTPYKTYPHBIX MOJApa3feleHnd, a Takke pykoBoautento MJIOY
«erckuit cag Ne20» ni1s KOHTpOISL.

[Ipu ncnonp3oBannu cety MHTEpHET 3ampenieHo:

—HUCnob30BaTh npegocrapieHHbil JJOY noctyn B cetb HTEpHET B IMYHBIX LIENAX;
—HUCIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE MPOrPaMMHBIE U IPOrpaMMHO-allapaTHbIE CPECTBa,
MO3BOJIAIOIINE TIOTYYUTh HECAHKIIMOHUPOBAHHBIN 1ocTyn K ceTh HTepHeT;

—nyO/IMKOBaTh, 3arpykarb W  PAaCHpOCTPaHITh MaTepuanbl  COAEPIKALIME  HEJOCTOBEPHYIO
uHpopmanuio o 10V, a takxke danscupunmponars cBoii [P-agpec.

Pe3epBHOE KOMUpOBaHHE U BOCCTAHOBJICHHE JAHHBIX

Ocy1ecTBIeHNE PE3EPBHOIO KONMPOBAHNUS JOIKHO OCYLIECTBIISATHCS IS

—uH(popManuu 00padaTeiBaeMoil Ha (aiIOBOM cepBepe U CepBEpPE MPUIIOKESHHM, MHPOPMAITMOHHOM
CHCTEMBI;
— pabo4Mx MecT aIMUHUCTPATOPOB HHPOPMALIMOHHON CHCTEMBI.

YactoTa M pexXHUM pPE3EPBHOrO KOMUPOBAHUS YCTaHABJIMBAIOTCS TaKUM OOpa3oM, 4YTOObI
o0ecreynTh MUHUMAJIbHYIO MIOTEPIO JaHHBIX U ONIEPATUBHOE BOCCTAHOBJICHHE.

HacTtpoiika pe3epBHOro KONUPOBaHUS U BOCCTAHOBJIEHUS PECYPCOB MH(OPMALIMOHHBIX CHUCTEM
JIOY nomxHBI TPOBOAUTH YIIOJTHOMOUYEHHbIE paboTHUKH JIOY.

PezepBHOEe  KOomMpoBaHME  JIOJDKHO  OCYIIECTBIISITBCS B~ aBTOMATHYECKOM  PEXHUME
C TPUMEHEHHEM OTEYECTBEHHOIO CHELHATU3HUPOBAHHOIO CPEJCTBA PE3EPBHOTO KOMHUPOBAHUSA



C ICUCTBYIOIINM CEpTU(PUKATOM COOTBETCTBUS O TpeOoBaHUAM Oe3omacHocTr nHpopmaiuun GCTIOK
Poccun.

6 OCHOBHBIE TPEBOBAHUS K IPOUECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHOHN BE3OIACHOCTBIO

MoHnTOpHHT HH(OPMALINOHHOM 0€30I1aCHOCTH

Ha nocTossHHOW OCHOBE JOJKEH NPOBOAMTHCA KOMIUIEKCHBIH aHaIN3 (DYHKIMOHUPOBAHMS
uHpopmannonHou cuctemsl JJOY 1 BO3HUKAIOMUX COOBITHI HHPOPMAIIMOHHOM O0€30TTaCHOCTH.

IIponiecc MOHMTOpPUHIA CUCTEMbI oOOecleueHus HH()OPMAMOHHONW Oe30MacHOCTH J0JIKEH
BKJIIOYATh B €0 KOHTPOJIb OPTaHU3AIMOHHBIX U TEXHUYECKUX MEP IO 3aluTe HHPOPMALUH, aHATIN3
napaMeTpoB KOH(GUI'ypallui ¥ HACTPOMKHU CPEACTB 3aIlUThl HHPOPMALIUH.

IIpn mpoBencHUM KOHTPOJBHBIX MEPOIPHUATUH, CBA3AHHBIX C OLIGHKOW peajau3anuu Mep II0
3amure uHpopmanuu B JIOY, yrnoiHOMOYEHHbIE PAOOTHUKHU JOJKHBI MIPUIEPKUBATHCS CIEAYIOIIMX
IIPUHLIMIIOB:

—He HapymaTh QyHKkuuoHupoBanue aeareabHoctd MJIOY «Jlerckuii cag Ne20y;

—ICUCTBOBATh B  COOTBETCTBUM C  YTBEP)KACHHBIMM  OPraHU3aLMOHHO-PACHOPSAAUTEIbHBIMU
nokymerntamu MJIOY «/lerckuii cag Ne20» mo 3amuTe nHGOpMaIum;

—He CKpbIBaTh (DaKThI BBISABICHHBIX COOBITHI MH(POPMALIMOHHON OE30I1aCHOCTH;

— 0(OpMIIATH OTYETHI, TOATBEPIKIAIOIINE BHITOTHEHUE MEPOIIPHUATHH 10 3aIUTe HHPOPMAIHH.

Wudopmanus, monydeHHast B X0€ MPOBEACHUS KOHTPOJIUPYIOMIUX MEPOIPHUITUN O ACHCTBHSIX,
COOBITHSIX U IIapaMeTpax, UMEIOLINX OTHOIIEHHE K pealu3aluy Mep 110 3aliuTe HHPOPMALUH, 10JDKHA
KOHCOJIUJUPOBATHCS U XPAHUTHCS B MECTaX, UCKIJIIOYAIOLIUX [TOJIyY€HUE K HE HECAaHKIIMOHUPOBAHHOT'O
JOCTyIaA.

MOHUTOPHHT JaHHBIX O 3apPETUCTPUPOBAHHBIX COOBITUAX HH(POPMAIMOHHOW OE30MacHOCTH
JOJDKEH IMPOBOAUTHCS, IO BO3MOXXHOCTH, C HMCIOJIb30BAHUEM CHUCTEMbl MOHMTOPHUHIA HWHIIUJEHTOB
MHGOPMALMOHHOM 0€30MacCHOCTH WJIM BCTPOEHHBIX MEXaHM3MOB HACTPOMKHM M ayAuTa COOBITHHA B
MPOrpaMMHBIX W MPOrpaMMHO-AIIapaTHbIX CPEACTBAX, MCIOIb3YEMBIX B HH(POPMAIMOHHOMN
uHopactpykrype 10VY.

YnpasJjieHue pucKamu

OmnpeneneHre BHYTPEHHUX TpeOOBaHMHM MO 3amuTe MH(POPMAIUH, JODKHBI OCHOBBIBATHCS HA
pe3yibTaTax MpOBEACHUS aHajdu3a pPHCKOB HApYLIEHUS OCHOBHBIX CBONCTB O€30MACHOCTH IS
uHpopMalnoHHbIX pecypcoB JJOVY.

OCHOBOH OLIEHKM PHCKOB JOJIKHA OBITH OLIEHKAa YCIOBUH M (PAaKTOpPOB, KOTOPbIE MOTYT CTaTh
MPUYMHON HapyLIEHHUs LEIOCTHOCTH, KOHPHUIESHIMAIBHOCTH M JAOCTYHMHOCTH JAJs MH(GOPMAIMOHHBIX
pecypcoB JIOVY.

Pe3ynpTaToM mnpoBeNeHMsS aHAIM3a PUCKOB JIOJDKEH OBITh pa3paOOTaHHBIH KOMILJIEKC Mep,
HaIpaBJIEHHBIX HAa CHU)KEHHE BO3MOYKHOTO HETaTMBHOI'O BJIMSIHMSI HA OCHOBHYIO JesiTenbHOCTh JIOY
IpU peanu3alMd TOW WIM WHOW yrpo3bl 0€30MacHOCTH HHPOpPMaLUU M 00ECleuHBaIOUINX B
JaJIbHENIIEM JIOCTaTOUHbIN YPOBEHb 3alUIIIEHHOCTH HH(popManoHHbIX cucteM JIOY.

YnpasiieHue HHIHICHTAMH HH(POPMAIHOHHOI 0€30I1ACHOCTH

st obecniedeHus 3¢ (HEeKTUBHOTO pa3pelieHus] HHIIMAECHTOB UH()OPMAIIMOHHON 0€301acHOCTH B
JOY, MUHUMH3AIUN TOTEPh U YMEHBIICHUS PUCKA BOSHUKHOBEHUS MOBTOPHBIX MHIUACHTOB JTOJIKHO
OCYILECTBIATHCS YIPABICHUE HHIUACHTAaMH HH(OPMAIIMOHHON 0€30MacHOCTH.

Jliig ynpaBieHus: MHIMIEHTaMU HH()OpPMaIlMOHHON O€301MacHOCTH JI0JKHA ObITh CO3/jaHa Ci1yxko0a
MOHHUTOPHUHTA U PearipoBaHus HAa MHIMIEHTH HHPOPMALMOHHOM 06€30IacHOCTH, KOTOPask IOCPEICTBOM
KOMILIEKCa CPEeJICTB U MEPONPUATHH 11l cOOpa U KOHCONIUIAaMU UH(pOpMalui 00 MHIIMIEHTaX pPelaeT
JAHHYIO 33/1a4y. B OTHOIIEHMM Ka)KIOro MPOM3OLIENIIEr0 WHIMAEHTa pabOTHUKAMU U3 CIIY>KOBI
MOHHUTOPHHTA U pearupoBaHUs Ha MHIMIEHTHI HH(OPMAIIMOHHON 0€30MaCHOCTH JJOJKEH BBITIOIHATHCS
€ro aHaJlu3, ¥ pa3paboTka H3PPEKTUBHBIX MEP PearupoBaHUs Ha JAHHBIM MHIIU/ICHT.

AyauT cucreMsbl odecniedyeHrs HHPOPMALHMOHHOM 0e30MacHOCTH

B nenax onenku Tekymero ypoBHs umH(popManunoHHOU Oe3zomacHoctd MOV «/lerckuii caj
Ne20» Ha perynasipHOI OCHOBE TOJKEH MPOBOJUTHCS ayAUT HHPOPMALIMOHHON 0€30MacHOCTH.



BrayTpennue ayauThl MOJDKHBI BBITONMHATECSA padoTHUKamu MOV «Jlerckuit cam Ne20». B
YHCIIO 3ajlay, PEeIlaeMbIX MPH MPOBEACHUU BHYTPEHHUX AyIUTOB MH()OPMAIIMOHHOW OE30MacHOCTH,
BXOJIAT:

—cOOp W aHaIM3 MCXOTHBIX JAaHHBIX OO0 OPraHM3alMOHHOW W (PYHKIMOHAIBHOW CTPYKTYype
UH(POPMALIMOHHBIX CHCTEM, HEOOXOAUMBIX JUISl OLICHKH COCTOSIHUS CUCTEMBI 3allIUTHl HH(POPMAIIHH;
— aHaJM3 YTBEP)KJICHHBIX OPraHU3alMOHHO-PACTIOPAIUTEIBHBIX TJOKYMEHTOB I10 3alIUTe HH(OpMAIHH
Ha [IpeIMET UX MOJIHOTHI U 3PPEKTUBHOCTH, a TaKke (OPMUPOBAHNE PEKOMEHIALNHI 110 UX 10paboTKe
WIN Pa3pabOTKU HOBBIX;

—obocHoBaHue (puHAHCOBOM 3(h(PEKTUBHOCTH BHOBB MPHOOPETAEMBIX CPEICTB 3ALIUTHI HH(POpMAIINH;
—TpoBepKa MPaBUIBLHOCTH BBIOOpPA M HACTPOMKH CPEACTB 3alIUTHl MHPOpPMAaLuHU, (GOPMHPOBAHUE
NPEUIOKEHUH 0 MCIOIB30BAHUIO HUMEIOIIUXCS CPEJACTB 3aIlUThl MHPOPMALUU JJIs TOBBILICHUS
YPOBHSI HAAEKHOCTH U O€30MaCHOCTH MH(POpMannoOHHbIX cucteM JJOY;

—aHaJIu3 OTYETOB IO MPOU3OIIEAIINM HHIKUICHTaM UH(POPMALMOHHOM 0€30MacCHOCTH U HPUHATHIM
MepaM I10 UX Pa3pELICHUIO.

IloBbIIEHNE 0CBEIOMICHHOCTH PA0OTHUKOB

B pamkax opraHu3anuu KOMIIJIEKCHOTO IPOTUBOICHCTBUS yrpo3aM 0€30MacHOCTH MH(pOpMalny,
ucxoasmuMm oT pabotHukoB MOV «/lerckuit cag Ne20» MOKHA MOCTOSHHO TOBBIMIATHCS HMX
OCBEZIOMJIEHHOCTb B 00JIACTH 3aLUThI HH(OPMALIHH.

[ToBermenune ocBeomieHHocTH paboTHukoB JJOY ocymecTBisercs:

— 10 cymecTByomuM B JIOY opranuzaiiioHHO-paciopsAUTEIbHBIM JOKYMEHTAM;
— 10 npumensieMbM B JIOY Mepam 3amuThl HHGOPMAIUHK;
— 10 IPABWJIBHOMY UCIOJIb30BAaHUIO CPEJCTB 3AIIUTHI UH)OPMALIH.

7  3AKIIOYEHHUE

[Ipu u3MeHeHuN AEWCTBYIONIETO 3aKOHOoIaTeNnbcTBa Poccuiickoit @enepaniii B 007aCTH 3aIIUTHI
nH(OpPMAIINH, a TAKKE OpraHU3aIMOHHO-PACTIOPAIUTENBbHBIX qokyMeHToB JJOY HacTosmas [TomuTrka
Y U3MEHEHHUs K HEW IPUMEHSIOTCS B YaCTH, HE ITPOTUBOPEYAIEH BHOBb IPUHATHIM 3aKOHOAATEIbHBIM
Y UHBIM HOPMATHUBHBIM aKTaM, a TaKke BHyTpeHHUM JokymeHTam JIOVY.

Bce tpeboBaHus, ycTaHOBIEHHBIC JEHCTBYIOIIMM 3aKOHOIAaTeNbcTBOM Poccuiickoit denepanuu,
MOJ3aKOHHBIMUA aKTaMU W JIOTOBOPHBIMH OTHONICHHUSIMHU, a Takke mnonxon JOY k obecrneueHuro
COOTBETCTBHS 3TUM TPeOOBAHUSIM TOJKHBI OBITH SIBHBIM 00pa3oM OMpEENIeHbI, TOKYMEHTUPOBAHBI U
MOJJEPKUBATHCS B AKTYaIbHOM COCTOSIHHH.

JIOY B nOpHOPUTETHOM HANpaBICHUU JOJDKEH paccMaTpUBAThCS MEPEXOJ] MPOrpaMMHOTO
obecrieueHre OTeYECTBEHHOTO IMTPOU3BOAUTENIS, BKIIFOUEHHOTO B €IMHBIN PEECTP POCCHUICKUX MPOrpPaMM
JUIS DIIEKTPOHHBIX BBIUYMCIUTEIBHBIX MallMH U 0a3 JaHHBIX. B TOM 4Ymcne Mo 4acTu CepBEpHOTro,
KOMMYTAIIMOHHOTO OOOpY/IOBaHMS W TMPOTPAMMHO-AIMApPaTHBIX CPEJCTB, BKIIOYEHHBIX B EquHBIM
peecTp POCCUKCKON PaguO3JIEKTPOHHON IPOIYKIIUH.

IlepecMoTp ¥ BHeceHHME HW3MEHEHHH B HacTOAmyX [IOIMTHKY OCYIIECTBIAOTCA Ha
IIEPUOIMYECKON U BHEINIAHOBOM OCHOBE.

CIINCOK NCIIOJIB30BAHHBIX UCTOYHUMKOB
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obecrnieueHnr 0€30MaCHOCTH XpaHEHUs, 00pabOTKU U Tepeaauu 1Mo KaHajaaM CBSI3HM C UCTIOJIb30BAHUEM
CPEICTB KpUIITOrpapuuecKkoi 3amuThl MHQOpPMALMK C OTPAaHUYEHHBIM JOCTYIOM, HE CojAepKallei
CBEJICHUI, COCTABIIAIONINX TOCYIAPCTBEHHYIO TalHY».
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OpPraHMU3aIMOHHBIX U TEXHUYECKUX MEp M0 00ECIeueHUI0 Oe30MacHOCTH MEePCOHATBHBIX JaHHBIX IPU
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ux o0paboTke B MH(OPMALMOHHBIX CHUCTEMAaxX MEPCOHAIBHBIX JAaHHBIX C HCIOJIB30BAHHUEM CPEJNICTB
KpUnTorpaguueckol 3amuThl HHPOPMAIUH, HEOOXOAMMBIX JUIS BBIIOJHEHUS YCTAaHOBJICHHBIX
[IpaButenscTBOM Poccuiickoit @eneparuu TpeOOBaHUI K 3alIUTE EPCOHAIBHBIX JAHHBIX JJI KaXI0TO
W3 YPOBHEM 3aIUILIEHHOCTH .

10 TOCT P 51624-2000 <«3amurta wuHGOpMAIMK. ABTOMATU3UPOBAHHBIE CHCTEMBI
B 3allIMIIEHHOM HcnojdHeHuu. O6mue TpeboBaHusD.

11 TOCT P 51898-2002 «AcmekTsl 6e3omacHocTH. [IpaBuia BKIIOYCHUS B CTAHAAPTHD).

12 TOCT P 50.1.056-2005 «Texnuveckas 3amurta uHpopmanud. OCHOBHBIE TEPMHHBI U
OIpeICTICHUS».

13 TOCT P MCO/M3BK 27001-2006 «MHubopmaiimoHHasi TeXHOJIOTUSI. MeTo/bl U CpeacTBa
6e3onacHocTH. CucTeMbl MEHEDKMEHTa HHPOpMallMOHHOHN Oe3omacHocTU. TpeboBaHus».

14 TOCT P 50922-2006 «3amuura uapopmanuu. OCHOBHbIE TEPMHUHBI U OIIPEAETCHUS.

15 TOCT P 51275-2006 «3amurta uHpopmanuu. OObekT uHpopmaTuzammu. PakTophl,
BO3/ICHMCTBYIONIHME HAa HHPpopMalnio. OOIINe MOT0KEHUS.

16 TOCT P UCO/MBK TO 13335-5-2006 «HupopmanmoHHass TexHOJOTHsS. MeToasl u
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17 TOCT P UCO/TO 13569-2007 «DunaHcoBbIe ycayru. PekoMenaamuu 1mo nHOOpMaIMOHHON
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18 T'OCT P NCO/MBK 27005-2010 «MubopmaninoHHass TeXHONOTHs. MeToasl M CpeacTBa
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20 T'OCT P 51897-2021 «MeHemxMeHT pucka. TepMUHBI U ONIPEAETCHUS.
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